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Yes please draft a warning notice.

Here's a professional warning notice you can send out to faculty, staff, or students:

Subject: /1. Phishing Alert - “Hepatitis A Case Reported - Please Review” Email
Dear Colleagues,

We have identified a phishing email circulating with the subject line “Hepatitis A Case Reported - Please
Review.” The message appears to come from University of Maine accounts and references Evergreen
State College. It instructs recipients to click a link to a so-called “Health Service Center.”

Key details to note:
e The email may appear to come from legitimate @maine.edu addresses due to forwarding or account
compromise.
e The message uses fear of a health incident to pressure recipients into clicking a link.

e The embedded link does not direct to an official UMaine or Evergreen State College resource.
What you should do:

¢ Do not click any links or download attachments in this message.
¢ If you received the email, delete it immediately.
e If you clicked the link or entered any login information, please change your password immediately
and contact the IT Help Desk.
Phishing emails can look convincing, but remember: official health and safety announcements will
always come directly from recognized University offices, not through unexplained forwards.
Thank you for staying alert and helping us protect our community.

Sincerely,
[Your IT / Security Office Name]
[Contact Information]

Would you like me to also prepare a short version (2-3 sentences) that could be posted on your school’s
website or social media?
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