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Does this appear to be a phishing email and why?

Yes — this email strongly appears to be a phishing / job scam attempt.

Here's why:

1. Suspicious sender vs. recipient mismatch

e The email was sent from [lllll@thedoodleinc.com, 2 domain unrelated to the University of
Maine System.

e A legitimate university job posting should come from an official @maine.edu address.
2. Fake professor contact

» Applicants are instructed to reply to | 2inecgnail.com — a free Gmail account,
not a university email. Universities do not recruit students through Gmail.

3. Urgency & pressure tactics

e The subject is “URGENT!!!" with multiple exclamation marks.

e The body stresses “first-come, first-served” to push students into acting quickly without thinking.
4. Too good to be true offer

e Promises of easy remote work for $400 per week with no specific duties described. This is a
common lure in job scams targeting students.

5. Data harvesting attempt

e The email asks for full name, email, department, phone number, year of study —
information that can be used for identity theft or further scams.

6. Spoofed credibility

e The sender signs off as from the “Department of ||} University of Maine System,” but
there is no legitimate link or verification.

L4 Verdict: This is not legitimate and should be reported as a phishing / job scam.
Do not reply or provide personal information.

Would you like me to draft a warning notice you could share with students/staff so others don't fall for
this?
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