@ OpenAl

Please draft me a warning notice.
Here's a professional warning notice you could send to students and staff to alert them:

| Security Alert: Phishing Email Targeting Students

The University has been made aware of a fraudulent email circulating to students that falsely claims to
offer a paid remote research assistant position.

Details of the scam email include:

e Subject line: “URGENT!!!™

e Claims to be from the University of Maine System

e Promises $400/week remote work

e Directs students to apply by emailing [ :inc@gmail.com

e Sent from an address such as [[Jlill@thedoodleinc.com, not an official emaine.edu account
This email is not legitimate. It is an attempt to trick students into sharing personal information (name,
phone number, department, year of study) that could be used for identity theft or further scams.

.4 What you should do:

e Do not reply to the email or click on any links.

e Do not provide personal information.

¢ Delete the message immediately.

e If you have already responded, please contact the University IT Security Office at [insert contact

email/phone] for assistance.

The University of Maine System will never use Gmail or third-party domains to communicate official
job opportunities. Always verify that job postings come from @maine.edu addresses or official
University channels.

Stay alert and thank you for helping us protect our community.

University IT Security Office

Do you want me to make a shorter student-friendly version too (like a quick bulletin for campus social
media or digital signage), or keep it formal like this email notice?
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